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Executive Summary
The purpose of this report is to summarize the results of the Identity Management Proof of Technology (IDM-PoT) as outlined in the document of “Identity and Access Management (IAM) Proof of Concept” for CA and Radiant.
( Identity and Access Management

· SiteMinder 12.0 SP2, 
· Identity Manager 12.5 SP1, and 
· CA Directory 12.0 SP1

The Enterprise Architecture Team (EA) completed all test cases. Our main focus was to evaluate the “out of box” web service features and fu8nctionality of CA’s SiteMinder and IDM systems, as a potential replacement of DWR’s internally developed Security Services (Authentication, Provisioning, etc.).  

Upon the completion of the POT, we found that both SiteMinder and IDM are capable of exposing their functionality via web services. However, we experienced the following issues:
1) The “out of box “A&A service provided by the SiteMinder was unable to return the required data such as the “ObjectSID” binary value and there is no existing function to support this other than customized code change. 

2) All of the “out of box” provisioning web services provided by the IDM offer numerous granular features; however, we were not able to consume the services without manually modifying the WSDL generated from the IDM. For example, certain portion of WSDL needs to be deleted; otherwise, the service will not work. 
3) The IDM web service’s security was not in line with the Web Service Security standards 1.0 and SOAP 1.1 or 1.2. For example, web security data was embedded in the SOAP body instead of SOAP header. This in itself is in conflict with DWR’s service standards and may create problems during integration with DWR’s Enterprise SSP (Shared Service Platform).  

4) Both SiteMinder and IDM have proven to require a considerable amount of resources.  Not only to install, configure, and support the installation, but also with ongoing operations.  Hardware requirements for the PoT included five dedicated servers and at least three different databases. This becomes a noticeable factor when considering the functionality to be utilized are mainly a duplication what DWR already posses. 

Overall CA’s SiteMInder and IDM provide powerful and comprehensive IDM capabilities; however, DWR is not in a position to leverage the full functionality, thereby focusing on the intital goal to utilize the basic ‘out-of-the-box’ functions to replace all internally developed IDM security services. 
We concluded that we were unable to achieve this goal at this time. 
( Radiant Virtual Directory 

The Enterprise Architecture Team (EA) completed all test case designed to test a Virtual Directory System.  This included connecting multiple Identity Stores to federate our identity resources.  Additionally the EA team completed tests to evaluate Radiant’s capability of dynamic creation of virtual identity groups based the identity information from multiple indentify resources. 
We concluded that we have achieved our goal and stratified our objectives of the VDS.
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